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Housing association confirms cyber XLCe
attack
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The tension

Data
requirements

» Digitisation and Data security

technology
* Information governance
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Cyber risk landscape

-

Threat Actors and Data driven world |egacy systems New technology
the Dark Web
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Key risks
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Inside Housing: top 10 strategic risks

Top 10 strategic risks
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% OF ASSOCIATIONS THAT
FLAGGED THESE RISKS
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o
2023-24 (left bar), 2022-23 (middle bar), 2021-22 (right bar)
@ Cyber security/IT management © Health and safety ® Asset management
(including investment in and condition, quality and compliance of stock, and
home standards) @ Quality, integrity, protection and governance of data
® Financial (including shock/viability/health/management/resilience)
@ Customer service/satisfaction/expectation/experience ® Development
® Recruitment and retention of staff ® Legal and regulatory compliance ® External
economic conditions including inflation, rising costs, cost of living and global

Source: Inside Housing research
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Increasing risk?

Landlords that flagged cyber security as a strategic risk

2024
|
2025
e
72% 74% 76% 78% 80% 82% 84% 86%
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How common is this?

Businesses and charities reporting a cyber security breach in the
last 12 months
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Cyber security breaches and attacks on businesses and charities Iin
the UK in 2024/2025

Cyber Phishing attacks Impersonating Viruses or other
breaches/attacks organisations in malware
emails or online
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Cyber security breaches survey 2025 - GOV.UK
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025
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The risk lifecycle

Reporting
Mitigation and
|dentify risks and controls feedback
Remediation Embed
compliance
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Data Security — what does 'good’ look like?

Local saving
Access / hard
coples

Password

Encryption Protection

Data Cyber
sharing resilience
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Training?

DD
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Only one fifth of organisations
provide training to staff
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People

Culture

= Policies

Training
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Assurance and engagement
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Board engagement?

68% of

ma ™= . 28BAAA:
businesses | | |
- RBRREA

Businesses with a board member with a responsibility
for cyber security

Senior management see cyber security as
a high priority
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The role of the Board

Department for NCSC
Sclence, Innovation

& Technology

Guidance

Cyber Governance Code of Practice

Published 8 April 2025
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Cyber Governance Code of Practice

Incident Planning,

Risk Management Strategy People response and Assurance and

recovery oversight
* Tech + processes  Cyber strategy * Culture * Response and » Governance
« Senior ownership and delivery « Policies recovery plan structure
* Risk appetite * Risk appetite » Training « Annual exercise * Roles and
* Suppliers * Resource « Critical decision responsibilities
* Review allocation making » Formal reporting +
* Lessons learned metrics

* Dialogue + audit
* Obligations and
best practice
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Other assurance

4’E§BER
ESSENTIALS

o

\ ’CYBER
CyberSecure 360 \ ESSENTIALS
PLUS

—— trowers.com



Incident Response Plans?

Do you have guidance on when to report a cyber incident externally?

mYes =mNo
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What's the plan....

Breach Response Plan

* \Who deals with this? Who needs to know?
« What has happened?

* What is at risk?

* What do we do?

* Who do we tell?

 How do we investigate?
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What's the plan?

th. Clear reporting lines

Roles and responsibilities

+,  Streamlined decision-making

& Third party experts
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Decisions..

Regulators
NCSC
Contract terms
Stakeholders

PR and Comms

Ransom payments
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Incident Response Plans — a work in progress

Plan /’ Practice

€3 Refine C Update
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Contact

Charlotte Clayson
Partner

+44 (0) 20 7423 8087
London
cclayson@trowers.com

Sharron Webster
Partner

+44 (0)20 7423 8479
London
swebster@trowers.com

Follow us and join our online discussion
@ Trowers & Hamlins @trowers_law


https://www.instagram.com/trowers_law
https://www.linkedin.com/company/trowers/
https://www.linkedin.com/company/trowers/
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