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Cyber security considerations in the public sector

Practical steps to protect yourself from a cyber attack

This week Trowers & Hamlins teamed up with Lloyds

Bank and Gallagher to talk to a significant number of key

players across the public sector about Cyber Security
and what public sector organisations can do to protect
themselves. The event was kindly organised by Lloyds
Bank's Education, Charities and Government team and
was really well received and offered some tips to deal
with what is one of the most important issues for the
sector. A brief summary is set out below for those who
could not make it.

The key message was prevention is better than cure.
Speak to anyone involved in cyber security and they will
tell you that it is a question of when your organisation
will be targeted rather if. There are many terrifying
statistics about how likely an organisation is to be a
victim of a cyber incident, how many security breaches
there are, how many records are accessed or how much
money is diverted by threat actors each month. The
ways in which organisations are being targeted
continues to evolve. The consequences of a cyber
incident can be catastrophic for an organisation - it can
cause numerous problems including financial,
operational, regulatory, reputational and legal issues. It
can take a long time to recover from a cyber incident
and some organisations do not make it.

There are some simple things that every organisation
can do to protect itself against an attack and to be ready
should the worst happen:

Plan

Risk assessment, policies, a cyber response plan and
insurance are really important things for all organisations
to consider as part of its cyber tool kit. Having these in
place mean that you will be as ready as you can be in
terms of identifying your organisation’s

vulnerabilities and addressing those by setting policies
and processes that are followed and tested. Specialist

—— trowers.com

v JinJ(C)

Trowers & Hamlins LLP is a limited liability partnership registered in England and Wales with registered number OC 337852 whose registered office is at 3 Bunhill Row, London EC1Y 8YZ. Trowers &
Hamlins LLP is authorised and regulated by the Solicitors Regulation Authority. The word “partner” is used to refer to a member of Trowers & Hamlins LLP or an employee or consultant with equivalent
standing and qualifications or an individual with equivalent status in one of Trowers & Hamlins LLP’s affiliated undertakings. A list of the members of Trowers & Hamlins LLP together with those non-

members who are designated as partners is open to inspection at the registered office.

Trowers & Hamlins LLP has taken all reasonable precautions to ensure that information contained in this document is accurate, but stresses that the content is not intended to be legally comprehensive.
Trowers & Hamlins LLP recommends that no action be taken on matters covered in this document without taking full legal advice.

© Copyright Trowers & Hamlins LLP — October 2021— All Rights Reserved. This document remains the property of Trowers & Hamlins LLP. No part of this document may be reproduced in any format

without the express written consent of Trowers & Hamlins LLP.



cyber insurance can be a really good option to cover the
risks you cannot eliminate and can offer financial
protection up to the limit of your policy. When choosing
your insurers, look out for true specialists - Gallaghers
can also offer a wealth of experience in helping to
identify risks and minimise those risks that organisations
face. Finally, a cyber response plan that is tailored to
your organisation is an absolute must. The worst time to
consider how you might respond to a cyber incident is
once it has happened. A cyber security incident is fast
moving and you must act quickly and effectively to
mitigate the damage and be in a position to respond to
any regulators, your staff, your stakeholders and any
other third parties. You need an experienced legal team
and cyber specialists to be ready to work along side you
if the worst happens. Trowers & Hamlins regularly work
with clients in preparing for a cyber security incident and
responding to them.

People

Despite any organisation’s best laid plans and defences,
it's people are usually the weakest link. A high standard
of cyber hygiene across your organisation is essential
but it is difficult to maintain. People are busy and have
100s of interactions with technology a day. It is easy to
make a mistake - to be careless with your credentials, to
click on a suspicious link or to fail to notice the slightly
unusual format of a rogue email asking you to transfer
money. It is essential to train your people and keep
training them and make them as aware as possible of
the sorts of things they need to look out for. Regrettably,
cyber criminals will continue to come up with new ways
of trying to break down our defences - organisations
need to educate their people to try and keep up and
remain vigilant.

Posture

Good cyber security posture is essential. Threat actors
will only find ways into your system if you leave a door
open. It is essential to have robust technology,
processes and security systems around your servers
and networks - just as you would with your office
building or your home. The challenge for organisations
is keeping up - it is time consuming and cost money. In
circumstances where there is a strain on already tight
budgets, it may seem like a difficult choice to prioritise
this. However, the consequences of a significant incident
more than justify the cost.

If you would like to discuss any of the above further or
any other concerns, please do not hesitate to get in
touch with any of our specialists.
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